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1
CONNECTION IDENTIFIER SYSTEM AND
METHOD

TECHNICAL FIELD

The present invention relates to the management of con-
nections in telecommunications networks, particularly but
not exclusively networks operating according to the 3GPP
standards or equivalents or derivatives thereof.

RELATED ART

In telecommunications networks, connections may be
established between components or nodes in the network.
Connections may be established, for example, between two
base station (eNodeB) components in the network or between
an eNodeB and a gateway component in the telecommunica-
tions network. An example of a gateway component may
include an Access Gateway, which may be a Mobility Man-
agement Entity (MME) or a System Architecture Evolution
(SAE) gateway. Connections may be established when a new
mobile communication device or User Equipment (UE) con-
nects to an eNodeB, for example when a mobile device is
switched on or when a mobile device transfers from one
eNodeB to a different eNodeB in the network. Similarly,
connections may be established when an eNodeB component
communicates with a new gateway device in the network.

Before establishing a connection, the source node, for
example an eNodeB, generates an application identifier for
the connection (eNB S1-AP). The application identifier is
unique to the connections currently active within the source
node. That is, the source node may handle a plurality of
connections, each having its own application identifier.

The application identifier is transmitted to the destination
node with the initial connection request message, requesting
the establishment of a connection. In response, the destina-
tion node transmits a reply message to establish the connec-
tion. The reply message includes both the application identi-
fier (eNB S1-AP) generated by the source node and an
application identifier generated by the destination node. The
application identifier for the destination node may be in the
form of a Target eNodeB identifier (eNB S1-AP) if the des-
tination node is another eNodeB or an MME identifier (MME
S1-AP) if the destination node is an MME. The application
identifier generated by the destination node is unique to the
connections currently active in the destination node. That is,
the destination node may handle a plurality of connections,
each having its own application identifier.

It has been appreciated that, although the application iden-
tifiers are unique within the source and destination nodes that
generate the identifiers, the application identifiers do not nec-
essarily uniquely identify the connection at the receiving
component. This may be problematic, for example, if two
connection request messages for two newly-connecting
mobile devices are received at an MME from two different
eNodeBs where the two connection request messages have by
chance been assigned the same eNB S1-AP identifier. A prob-
lem may also arise if S1-AP Handover Request messages are
received at an eNodeB from two different MMEs which have
assigned the same MME S1-AP identifier to the requests.
Similarly, a problem may arise if an eNodeB component
receives X2-AP Handover Request messages from two other
eNodeB components which have by chance assigned the
same Source XP-AP identifier to the requests. A more
detailed description of these situations and the associated
problems is provided below.
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The various acronyms applicable in the telecommunica-
tions network will of course be familiar to those skilled in the
art, but a glossary is appended for the benefit of lay readers.
Although for efficiency of understanding for those of skill in
the art the invention will be described in detail in the context
of a UTRAN (Evolved Universal Terrestrial Radio Access
Network) system, the principles of the identifier system can
be applied to other systems, e.g. 3G, CDMA (Code Division
Multiple Access) or other wireless systems in which base
station components, such as eNodeB components, commu-
nicate with each other or with other devices, such as gateway
devices, in the telecommunications network, with the corre-
sponding elements of the system changed as required. The
present methods and systems may also be implemented in
wireless local area networks (WLANSs) or other local or wide
area networks (LANs or WANSs).

DISCLOSURE OF INVENTION

According to one aspect, the invention provides a method
for establishing a requested connection between a source
node and a destination node in a telecommunications network
comprising:

generating a source application identifier for the connec-
tion within the source node;

retrieving a source node identifier for the source node; and

transmitting the source application identifier and the
source node identifier to the destination node to provide a
source connection identifier for the requested connection
between the source node and the destination node.

Hence the identifier for the connection between the source
node and the destination node includes both an application
identifier and an identifier of the source node itself. The
application identifier may uniquely identify the connection
within the source node. This identifier may be generated by an
application identifier generator, which may be associated
with the application that sets up and manages connections
from the source node. Application identifiers may not be
unique across different nodes in the network, that is two
source nodes establishing a connection may use the same
application identifier in relation to each of their connections.
Adding a further identifier based on the source node itself
may differentiate the new connection from other connections
being established by other nodes in the network. The source
node identifier may be stored in the source node and retrieved
from memory or the identifier may be generated before being
incorporated into the source connection identifier.

A connection between source and destination nodes in the
network may also be referred to as a “context” and a connec-
tion identifier may be referred to as a “context identifier”.

In one embodiment, the method may further comprise
receiving a connection reply message, the reply message
comprising a destination connection identifier, wherein the
destination connection identifier comprises a destination
application identifier identifying a connection within the des-
tination node and a destination node identifier.

In some implementations, it may be considered sufficient
to provide an identifier of the source node in the connection
request message.

The source node identifier may be unique within the
mobile telecommunications network, for example within a
single Public Land Mobile Network (PLMN) network, or the
source node identifier may be globally unique. In one
embodiment, the source node identifier may include an iden-
tifier of at least a portion of the source network (for example
an identifier of the PLMN network in which the source node
is operating) and an identifier of the source node within the at
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least a portion of the source network (for example an identi-
fier of the source node that is unique within the PLMN net-
work).

It will be clear to one skilled in the art that the methods
described may be implemented between a number of different
types of components in a mobile network and over a variety of
different interfaces. However, in a specific embodiment, the
source and/or destination nodes may comprise base stations,
for example eNodeB components. The source and/or desti-
nation components may also comprise gateway nodes, such
as MME components. The connection may be established
over an S1 or X2 interface depending on the source and
destination components for the particular connection.

According to another aspect, the invention provides appa-
ratus comprising a telecommunications network, the network
comprising a plurality of nodes, wherein a connection may be
established between two nodes in the telecommunications
network using a connection request message, the network
comprising:

a source node for initiating a connection to a destination
node in the telecommunications network, the source node
comprising:

means for generating a source application identifier;

means for storing a source node identifier; and

means for transmitting the source application identifier and
the source node identifier to the destination node to provide a
source connection identifier for the requested connection
between the source node and the destination node,

the network further comprising a destination node com-
prising:

means for receiving the source application identifier and
the source node identifier from the source node to form a
source connection identifier for the requested connection
between the source node and the destination node;

means for generating a connection reply message; and

means for transmitting the connection reply message to the
source node via the telecommunications network.

According to another aspect, the invention provides appa-
ratus comprising a source node for originating a connection to
a destination node of a telecommunications network, the
source node comprising:

means for generating a source application identifier;

means for storing a source node identifier; and

means for transmitting the source application identifier and
the source node identifier to the destination node to provide a
source connection identifier for the requested connection
between the source node and the destination node.

According to another aspect, the invention provides appa-
ratus comprising a destination node for terminating a connec-
tion from a source node of a telecommunications network, the
destination node comprising:

means for receiving a source application identifier and a
source node identifier to form a source connection identifier
for the requested connection between the source node and the
destination node;

means for generating a connection reply message; and

means for transmitting the connection reply message to the
source node.

According to another aspect, the invention provides a
method of configuring a telecommunications network com-
prising:

defining a range of application identifiers for identifying
connections in the telecommunications network;

dividing the range of application identifiers into a plurality
of sub-ranges of application identifiers; and

allocating a sub-range of application identifiers to each of
a plurality of nodes in the network;
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wherein each sub-range of identifiers is allocated so that
each node in the network has a plurality of application iden-
tifiers that is distinct within the network.

According to another aspect, the invention provides
method of establishing a connection between a source node
and a destination node in a telecommunications network,
wherein a connection request message is used to establish a
connection and wherein the connection request message
comprises an application identifier selected from a range of
application identifiers used in the network, the method com-
prising:

storing a sub-range of application identifiers for identify-
ing connections in the telecommunications network;

retrieving an application identifier selected from the sub-
range of application identifiers;

generating a connection establishment request message
incorporating the selected application identifier; and

transmitting the connection establishment request message
to the destination node.

According to a further aspect, the invention provides a
method of establishing a connection from a source node at a
destination node in a telecommunications network compris-
ing:

receiving a connection request message from the source
node, the connection request message including an applica-
tion identifier selected from a range of application identifiers
used in the network;

storing a source node identifier for identifying a connection
in the telecommunications network;

generating a connection establishment reply message
incorporating the selected application identifier; and

transmitting the connection establishment reply message
to the source node.

Preferred embodiments of the method may include defin-
ing a network identifier for the telecommunications network,
wherein the connection establishment request message fur-
ther comprises the network identifier.

The method may further include monitoring which appli-
cation identifiers have been used for previously-established
connections and avoiding using those application identifiers
for establishing new connections, particularly if the previ-
ously-established connections are still active in the node.
Application identifiers may be selected by cycling through a
list of available application identifiers or by selecting any
identifier that is not currently in use for a connection.

According to a further aspect, there is provided a method
for establishing a connection between a source node and a
destination node in a telecommunications network by trans-
mitting a connection request message, the message having a
source application identifier for the connection within the
source node; and

wherein the message further comprises a source node iden-
tifier for the source node.

According to a further aspect, there is provided a system for
establishing a connection between a source node and a des-
tination node in a telecommunications network by transmit-
ting a connection request message, the message having a
source application identifier for the connection within the
source node; and

wherein the message further comprises a source node iden-
tifier for the source node.

According to a further aspect, there is provided a method
for establishing a connection at a destination node from a
source node in a telecommunications network by receiving a
connection request message, the message having a source
application identifier for the connection within the source
node; and

wherein the message further comprises a source node iden-
tifier for the source node.



US 9,198,032 B2

5

According to a further aspect, there is provided a system for
establishing a connection at a destination node from a source
node in a telecommunications network by receiving a con-
nection request message, the message having a source appli-
cation identifier for the connection within the source node;
and

wherein the message further comprises a source node iden-
tifier for the source node.

The above two aspects may further include receiving a
second connection request message from a second source
node, the message having a second source application iden-
tifier; and wherein the second message further comprises a
source node identifier for the second source node, the source
node identifier for the source node and the second source node
identifier for the second source node being mutually distinct.

In one embodiment of the above two aspects, the source
node and the second source node each comprise an eNodeB
and the destination node comprises an MME.

In a second embodiment of the above two aspects, the
source node and the second source node each comprise an
MME and the destination node comprises an eNodeB.

In a third embodiment of the above two aspects, the source
node, the second source node and the destination node each
comprise an eNodeB.

Aspects of the invention are set out in the independent
claims. Preferred features of the aspects are set out in the
dependent claims. The invention provides, for all methods
disclosed, corresponding computer programs or computer
program products for execution on corresponding equipment,
the equipment itself (user equipment, nodes, networks or
components thereof) and methods of configuring and updat-
ing the equipment. Features of one aspect may be applied to
other aspects.

BRIEF DESCRIPTION OF THE DRAWINGS

An embodiment of the invention will now be described, by
way of example, with reference to the accompanying draw-
ings in which:

FIG. 1 schematically illustrates a mobile telecommunica-
tion system of a type to which the embodiment is applicable;

FIG. 2 schematically illustrates a base station forming part
of the system shown in FIG. 1;

FIG. 3 schematically illustrates a gateway device forming
part of the system shown in FIG. 1;

FIG. 4a schematically illustrates the establishment of a
connection between an eNodeB and an MME component;

FIG. 45 schematically illustrates the establishment of a
connection between two eNodeBs;

FIG. 5 schematically illustrates a potential error situation
that may arise in a prior art system;

FIG. 6 schematically illustrates a second potential error
situation that may arise in a prior art system;

FIG. 7 schematically illustrates a third potential error situ-
ation that may arise in a prior art system;

FIG. 8a is a schematic illustration of a first message from
an eNodeB to an MME according to one embodiment; and

FIG. 86 is a schematic illustration of a first message from
an MME to an eNodeB according to one embodiment.

BEST MODE FOR CARRYING OUT THE
INVENTION

Overview

The following description sets out a number of specific
embodiments of the method and system claimed herein. It
will be clear to one skilled in the art that variations of the
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6

features and method steps may be provided and that many of
the features described are not essential to the invention, the
scope of which is defined by the claims.

FIG. 1 schematically illustrates a mobile (cellular) tele-
communication system 1 in which users of mobile (or cellu-
lar) telephones (MT) 3-0, 3-1, and 3-2 can communicate with
other users (not shown) via one of the base stations 5-1 or 5-2
and a telephone network 7. The telephone network 7 includes
a plurality of components including gateway components
9-1, 9-2. It will be appreciated by the skilled person that the
each base station 5-1, 5-2 may connect to the telephone net-
work 7 via either gateway 9-1, 9-2 and that both base stations
5-1, 5-2 may connect via the same gateway 9-1, 9-2. Simi-
larly, each mobile telephone 3 may connect to the telephone
network 7 via either base station 5 and that both mobile
telephones 3 may connect via the same base station 5.

In this embodiment, the base stations 5 use an orthogonal
frequency division multiple access (OFDMA) technique in
which the data to be transmitted to the mobile telephones 3 is
modulated onto a plurality of sub-carriers. Other well known
data transmission techniques may also be used. When a
mobile telephone 3 enters the network 7, for example by
being switched on, a connection is established between the
mobile telephone 3 and a base station 5 and between the base
station 5 and a gateway device 9. This enables communica-
tion between the mobile telephone 3 and other components in
the network 7.

Also, when a mobile telephone 3 moves from the cell of a
source base station (e.g. base station 5-1) to a target base
station (e.g. base station 5-2), a handover procedure (proto-
col) is carried out in the source and target base stations 5 and
in the mobile telephone 3, to control the handover process.
The handover is enabled by the establishment of a connection
between the source and target base stations 5. As part of the
handover process, the gateway device 9-1, 9-2 via which
communications from a mobile telephone 3 are transmitted to
the telephone network may change. Alternatively, the gate-
way device 9-1, 9-2 through which communications are
transmitted may remain the same, but the base station 5-1,5-2
to which the mobile device is connection may change. These
transfers are also enabled by the establishment of connections
between the base stations 5 and the gateways 9.

Base Station

FIG. 2 is a block diagram illustrating the main components
of each of the base stations 5 used in this embodiment. As
shown, each base station 5 includes a transceiver circuit 21
which is operable to transmit signals to and to receive signals
from the mobile telephones 3 via one or more antennae 23 and
which is operable to transmit signals to and to receive signals
from the telephone network 7 via a network interface 25. The
network interface 25 includes an S1 network interface for
communicating with network components, such as gateway
nodes, using the S1 protocol. The network interface 25 also
includes an X2 interface for communicating with other base
station components using the X2 protocol. A controller 27
controls the operation of the transceiver circuit 21 in accor-
dance with software stored in memory 29. The software
includes, among other things, an operating system 31, an
application identifier generator 33 and a connection identifier
generator 35 which may also be referred to as a context
identifier generator. The memory stores a node identifier 34
and in some embodiments also stores a network identifier for
the network with which the base station is associated. The
operation of the application identifier generator 33 and the
connection identifier generator 35 are described below.
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Gateway

FIG. 3 is a block diagram illustrating the main components
of each of the gateway components 9 used in this embodi-
ment. As shown, each gateway 9 includes a transceiver circuit
41, which is operable to transmit signals to and to receive
signals from at least one base station 5 via a base station
interface 43 and which is operable to transmit signals to and
receive signals from the rest of the telephone network 7 via a
network interface 45. A controller 47 controls the operation of
the transceiver circuit 41 in accordance with software stored
in memory 49. The software includes, among other things, an
operating system 51, an application identifier generator 53
and a connection identifier generator 55, which may also be
referred to as a context identifier generator. The memory
stores a node identifier 54 and in some embodiments also
stores a network identifier for the network with which the
base station is associated. The operation of the application
identifier generator 53 and the connection identifier generator
55 are described below.

In the above description, both the base stations 5 and the
gateways 9 are described for ease of understanding as having
respective discrete modules which operate according to the
methods described herein. Whilst the features may be pro-
vided in this way for certain applications, for example where
an existing system has been modified to implement the inven-
tion, in other applications, for example in systems designed
with the inventive features in mind from the outset, these
features may be built into the overall operating system or code
and so the modules described above may not be discernable as
discrete entities.

The following description will use the nomenclature used
in the Long Term Evolution (LTE) of UTRAN. Therefore, the
mobile telephone 3 will be referred to as a UE, each base
station 5 will be referred to as an eNodeB (or eNB) and each
gateway component will be referred to as an MME. The
protocol entities used in LTE have the same names as those
used in UMTS (Universal Mobile Telecommunication Sys-
tem) except for the Radio Link Control (RLC) entities which,
under LTE, are called the Outer ARQ (Automatic Repeat
Request) entities. The Outer ARQ entities of LTE have sub-
stantially the same (although not identical) functionality to
the RLC entities of UMTS.

Error Scenarios

As setout above, in prior art systems application identifiers
sent with the context establishment request messages do not
necessarily uniquely identify the context at the receiving
component. Details of identifiers that are sent within context
set-up messages in this embodiment are provided below.
However, examples of situations in which a problem may
arise are first discussed in more detail.

A transport protocol connection, such as a Stream Control
Transmission Protocol (SCTP) connection, may carry signals
relating to different UEs. In order to forward the signalling
internally to the correct UE context manager in the receiving
node, application routing information is included in the S1 or
X2 application (AP) messages. This will be further explained
and illustrated with reference to FIGS. 4a and 45.

When a sending node requests, in some cases implicitly,
the establishment of a dedicated S1/X2 signalling connection
for a certain UE, e.g. by sending an S1-AP Initial UE mes-
sage, it informs the peer node on the S1/X2 interface the
application (AP) identifier it has assigned for that UE. In the
case of a connection between an eNodeB 61 and an MME 63,
this message takes the form “eNB S1-AP” 65 as shown in
FIG. 4a, which may also be written as “eNB S1-AP UE ID”.
For a transfer from one eNodeB 69 to a peer eNodeB 71, the
message is of the form “Source eNB S1-AP” 73 as shown in
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FIG. 4b. The response message of the peer node then contains
the S1/X2 Application Identifier of both the originating and
the peer node, for example “eNB S1-AP, MME S1-AP” 67 as
in FIG. 4a, which may also be written as “eNB S1-AP UE ID,
MME S1-AP UE ID” or, in the case shown in FIG. 45 “Source
eNB S1-AP, Target eNB S1-AP” 75.

Further details of the application identifiers used in the S1
and X2 interfaces are provided below:

eNodeB S1-AP UE Identity

The eNodeB S1-AP UE Identity 65 is allocated to uniquely
identify the UE over the S1 interface within the eNodeB 61.
When an MME 63 receives the eNodeB S1-AP UE Identity
65, it stores it for the duration of the UE-associated logical S1
connection for this UE. Once known to the MME 63, this
Identity (IE) may be included in all UE associated S1-AP
signalling (uplink (UL) as well as downlink (DL)).

MME S1-AP UE Identity

The MME S1-AP UE Identity 67 is allocated to uniquely
identify the UE over the S1 interface within the MME 63.
When the eNodeB 61 receives the MME S1-AP UE Identity
it stores it for the duration of the UE-associated logical S1
connection for this UE. Once known to the eNodeB, 61 the IE
may beincluded inall UE associated S1-AP signalling (UL as
well as DL).

Source eNodeB UE Context ID

The source eNodeB UE Context ID (Source eNB S1-AP)
73 is allocated to uniquely identify the UE over the X2 inter-
face with the source eNodeB 69. When the target eNodeB 71
receives the source eNodeB context ID, it stores it for the
duration of the context for that UE. Once known to the target
eNodeB 71, the IE may be included in all UE associated
X2-AP signalling.

Target eNodeB UE Context ID

The target eNodeB UE Context ID (Target eNB S1-AP) 75
is allocated to uniquely identify the UE over the X2 interface
with the target eNodeB 71. When the source eNodeB 69
receives the target eNodeB context ID, it stores it for the
duration of the context for that UE. Once known to the source
eNodeB 69, the IE may be included in all UE associated
X2-AP signalling.

Hence, as set out above, in previous embodiments, the
Application Identifiers (AP IDs) are unique within the gen-
erating node. As a consequence, they may not be uniquely
identified at the receiving peer node when it receives the first
message (i.e. before the signalling connection exists). There
are described below some scenarios depicting potential error
situations in cases in which the application identifier is not
unique in the receiving node.

In some situations, errors occur due to a node receiving two
messages for triggering the establishment of an S1 or X2
connection containing the same S1/X2 application identifier
from the originating node.

A first error situation will be described with reference to
FIG. 5. In FIG. 5, two eNodeBs 77, 79 are connected to the
same MME 81. The MME 81 receives two S1-AP Initial UE
messages, which should trigger the establishment of two S1
connections. However, the two eNodeBs 77, 79 have by
chance assigned the same eNB S1-AP UE identity to the
messages. The application layer in the MME 81 produces an
error since it cannot make a distinction between the two
messages. Error handling is then undertaken by the system,
which may result in a delay in connections being established
or a failure to establish at least one connection.

A second potential error situation is illustrated in FIG. 6,
which illustrates schematically a flex scenario. The eNodeB
83 is the target for both UE1 89 and UE2 91, served respec-
tively by MME1 85 and MME2 87, during an intra LTE
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Handover with MME involvement. During the Handover pro-
cess, the MME 85 sends to the target eNodeB 83 the S1-AP
Handover Request message. The target eNodeB 83 may
receive two S1-AP Handover Request messages from the two
MME:s 85, 87 containing the same MME S1-AP UE Identity.
The application layer in the target eNodeB 83 produces and
error since it cannot make a distinction between the two
messages. FError handling is then performed, which may
cause delays and communication problems as above.

A further problem in the situation illustrated in FIG. 6
arises if an S1 Handover Cancel message is sent before the S1
Handover Request Acknowledgement is received. In this situ-
ation, the target eNodeB 83 will not know which resources to
release.

A third potential error situation is illustrated in FIG. 7
which illustrates intra LTE mobility without MME involve-
ment. In this situation, eNodeB2 99 is the target eNodeB for
an intra LTE Handover triggered by eNodeB1 97 for an intra
LTE Handover triggered by eNodeB3 93. As a consequence,
eNodeB2 99 receives two X2 Handover Request messages
from eNodeB1 97 and eNodeB3 93 which by chance use the
same Source eNodeB UE Context ID. The application layer
in the target eNodeB2 99 may get confused and cannot make
a distinction between the two messages. Error handling is
then performed to resolve the situation.

A further problem in the situation illustrated in FIG. 7 also
arises if a Handover Cancel Request is received from eNo-
deB1 97 or eNodeB3 93 before eNodeB2 99 can reply to the
original Handover Request. In this case, the eNodeB2 99 will
not know which resources should be released.

Operation

To avoid situations such as those set out above, it has been
appreciated that further identification of connection request
messages would be helpful. This is implemented by enabling
the S1 and X2 interfaces to use distinct application identifiers.
This may be achieved in a number of different ways and these
are summarised and described in more detail below.

In one embodiment, a new Node Identifier is added to the
relevant S1/X2-AP messages. The Node Identifier may iden-
tify the source eNodeB or MME. In this embodiment, the
Node Identifier is used only in the first message, in which the
connection establishment is requested. The Node Identifier is
not needed for the reply message and subsequent messages,
which revert to exchanging only the application identifier.
This reduces the amount of information (bits) that needs to be
carried in the subsequent messages. This implementation is
illustrated schematically in FIGS. 8a and 84. FIG. 8a illus-
trates a first message from an eNodeB to an MME which
includes both an eNB S1-AP UE id and an eNB Global id.
FIG. 8b illustrates a first message from an MME to an eNo-
deB which includes both an MME S1-AP UE id and an MME
Global id. Hence a predetermined number ofbits are reserved
in the initial S1-AP message to represent an identifier for the
eNodeB or MME.

In an alternative embodiment, a Node Identifier is embed-
ded inside the eNB/MME S1-AP identifier IE. That is, the
connection request message includes a single identifier, but
the identifier incorporates both information sufficient to iden-
tify the source node and information to identify the connec-
tion within the source node.

In a further embodiment, a new IE is added representing a
logical identifier that is related by means of a well known
function to a transport layer (TNL) identifier for the node,
such as the IP address or SCTP port for the node. For example
each eNodeB will have a different IP address and this may be
used to derive a source node identifier. It is further noted that,
in a typical implementation, the TNL does not inform the
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application protocol of the source IP address, thus the appli-
cation protocol is agnostic of the sender ID unless it is indi-
cated in the application message itself. This arises from the
UMTS concept that the TNL and RNL should be imple-
mented independently.

In a further implementation, the range of S1/X2-AP iden-
tifiers that one eNodeB or MME can assign is restricted so
that the identifier ranges for two nodes do not overlap. This
may be done, for example, by configuring a different range of
identifiers for each eNodeB or MME during the pre-opera-
tional stage. Each node then cycles through its predefined
range of identifiers as it establishes connections. This solution
enables a unique application identifier to be provided from
each node within one network. A further network identifier
(such as the PLMN ID) may also be needed in some imple-
mentations where multiple networks are used to identify the
network. This may be provided either embedded in the appli-
cation identifier or as a separate identifier.

The implementation of a system according to any of the
embodiments described above resolves the error situations set
out above.

In the first error situation that was illustrated in FIG. 5, the
addition or incorporation of an eNodeB identifier into each of
the S1-AP Initial UE messages from eNodeB1 77 and eNo-
deB2 79 provides a unique identifier for each connection
request received at the MME and hence enables the MME to
provide a one-to-one mapping between the eNB S1-AP UE id
and the MME S1-AP UE id.

Similarly, in the second error situation described in relation
to FIG. 6, the addition or incorporation of an MME identifier
into each of the MME S1-AP UE identifiers from MME1 85
and MME2 87 would uniquely identify the MME messages
(and hence the originating MMEs) at the eNodeB 83. Further,
if the handover request was cancelled, since the MMEs are
uniquely identified in the initial message, the eNodeB 83
would know which resources to release to enable a connec-
tion to be cancelled without affecting establishment of the
other connection.

Finally, in the third error situation described in relation to
FIG. 7, eNodeB1 and eNodeB3 would send X2-AP Handover
Requests including source eNodeB identifiers. Hence eNo-
deB2 could uniquely identify each of the two source nodes
and would know which resources to release if the handover
request was cancelled.

In one embodiment, in the third situation described in
relation to FIG. 7, the Handover Request message also con-
tains an MME S1-AP UE identifier, which includes an iden-
tifier of the MME component for the S1 signalling connec-
tion. This enables the target eNodeB2 99 to contact the MME
by looking to the MME S1-AP UE identifier.

The node identifiers incorporated in the connection setup
messages may be globally unique or may be unique only
within the telephone network in which the node operates, for
example within the node’s PLMN network. In one embodi-
ment, a global node identifier may be provided by making use
of both a node ID (which is unique within a PLMN) and a
PLMN identifier. This would enable each S1/X2 AP to be
unique even in a RAN sharing scenario.

The application identifiers for the connection are transmit-
ted with the initial connection set up messages. To reduce the
overhead in subsequent messages, node identifiers may be
omitted from at least some of the messages subsequently sent
within the connection.

As mentioned above, the establishment of a connection in
amobile telecommunications network may occur when a new
mobile device (UE) enters the network, for example when the
mobile device is switched on. New connections may also be
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established to enable handover as a mobile device moves
within a network. Additionally, connections may be estab-
lished due to configuration changes in the network nodes, for
example if a new base station is added or an MME fails.

The generation of an application identifier may be achieved
by providing a generator module that uses an algorithm to
generate an application identifier dynamically. In an alterna-
tive embodiment, the application identifier may be retrieved
from a memory or buffer and the node may cycle through
using a sequence of different application identifiers for
sequential connections.

To determine a node identifier, the node may simply
retrieve a fixed identifier from storage in memory. Alterna-
tively, the node may obtain its identifier from a generator
module that dynamically generates a node identifier. As set
out above, the node identifier may be based on a transport
layer identifier for the node, such as an IP address for the
node.

In one embodiment, the connection identifier is generated
using the application identifier and the node identifier. In a
further embodiment, the connection identifier is generated
using the application identifier and the network identifier. In
a third embodiment, the connection identifier is generated
using the application identifier, the node identifier and the
network identifier. The identifiers may be concatenated to
form a single connection identifier or a function may be used
to combine the identifiers. The use of a function to combine
the identifiers may make the connection identifier shorter
than it would be if the identifiers were concatenated. How-
ever, concatenation of the identifiers may enable individual
identifiers to be removed from subsequent messages once the
connection has been established.

GLOSSARY OF 3GPP TERMS

LTE—Long Term Evolution (of UTRAN)

eNodeB—E-UTRAN Node B

AGW-—Access Gateway

UE—User Equipment—mobile communication device

DL—downlink—Iink from base to mobile

UL—uplink—Ilink from mobile to base

AM—Acknowledge Mode

UM—Unacknowledge Mode

MME—Mobility Management Entity

UPE—User Plane Entity

HO—Handover

RLC—Radio Link Control

RRC—Radio Resource Control

RRM—Radio Resource Management

SDU—Service Data Unit

PDU—Protocol Data Unit

NAS—Non Access Stratum

ROHC—Robust Header Compression

TA—Tracking Area

U-plane—User Plane

TNL—Transport Network Layer

S1 Interface—Interface between Access Gateway and eNo-
deB

X2 Interface—Interface between two eNodeB

MMEs/SAE Gateway—New name for Access Gateway hav-
ing both MME and UPE entities
The following is a detailed description of the way in which

the present inventions may be implemented in the currently

proposed 3GPP LTE standard. Whilst various features are

described as being essential or necessary, this may only be the

case for the proposed 3GPP LTE standard, for example due to
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other requirements imposed by the standard. These state-
ments should not, therefore, be construed as limiting the
present invention in any way.

Title: Use of Global Node Id in Support of Application Rout-
ing

1 SCOPE

The scope of this contribution is to:

highlight some error scenarios which are caused by the
S1/X2 application identifier not being globally unique

propose several solutions to overcame this issue

2 DISCUSSION

2.1 Current status

An SCTP connection carries signalling related to different
UEs. In order to forward internally the signalling to the cor-
rect UE context manager, application routing information
must be included in the S1/X2 AP messages.

Whenever a sending node requests implicitly the establish-
ment of a dedicated S1/X2 signalling connection for a certain
UE, by e.g. sending the S1-AP Initial UE message, it will
inform the peer node on the S1/X2 AP identifier it has
assigned for that UE.

The response message of the peer node will contain, in a
normal scenario, the S1/X2 application id of both originating
and peer node (see FIGS. 4a & 4b).

See below definitions of Application identifier in both S1
and X2 interface [1]:
eNB S1-AP UE Identity:

The eNB S1-AP UE Identity shall be allocated so as to
uniquely identify the UE over the S1 interface within the
eNB. When MME receives eNB S1-AP UE Identity it shall
store it for the duration of the UE-associated logical S1-con-
nection for this UE. Once known to MME this IE is included
in all UE associated S1-AP signalling (UL as well as DL).
MME S1-AP UE Identity:

The MME S1-AP UE Identity shall be allocated so as to
uniquely identify the UE over the S1 interface within the
MME. When eNB receives MME S1-AP UE Identity it shall
store it for the duration of the UE-associated logical S1-con-
nection for this UE. Once known to eNB this IE is included in
all UE associated S1-AP signalling (UL as well as DL).
Source eNB UE Context ID:

The source eNB UE Context ID shall be allocated so as to
uniquely identify the UE over the X2 interface within the
source eNB. When target eNB receives source eNB UE Con-
text ID it shall store it for the duration of the context for this
UE. Once known to target eNB this IE is included in all UE
associated X2-AP signalling.

Target eNB UE Context ID:

The Target eNB UE Context ID shall be allocated so as to
uniquely identify the UE over the X2 interface within the
target eNB. When target eNB receives target eNB UE Context
ID it shall store it for the duration of the context for this UE.
Once known to source eNB this IE is included in all UE
associated X2-AP signalling.

The exact definitions are not yet agreed but it is well
known/agreed among the 3GPP groups that these application
identifiers are unique within the generating node.

According to the definitions above these AP ids, are unique
within the generating node. As a consequence they are not
univocally identified at the receiving peer node when it
receives the first message (i.e. signalling connection does not
exist) unless some node-specific identifier are also present in
the message. In the paragraph 2.3 some scenarios, depicting
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the potential error situation in case of the application id is not
globally unique, are explained.
2.2 T-Plane Identifiers

Since Control Plane relies on SCTP over IP on both S1 and
X2 interface, following TNL identifiers exist:

SCTP Layer:

Source Port Number, Destination Port Number

SCTP stream id
IP Layer:

Source/destination IP address

In LTE there will be one SCTP association for each S1/X2
interface, with one pair of SCTP streams for common proce-
dure and few pairs of SCTP streams to be shared by all S1/X2
dedicated signalling connections.

The SCTP Source port in combination with the source IP
address, the SCTP destination port and possibly the destina-
tion IP address is used to identify the association to which this
packet belongs.

As a consequence, the SCTP association may be used as
node identifier (SCTP stream id is not useful for this purpose).

However, in line with the UMTS principle, it is proposed
not to use the TNL identifier (i.e. SCTP association) for
application protocol purpose in order to keep the RNL and
TNL as much independent as possible and to avoid any imple-
mentation constraints for e.g. blade/SW entities communica-
tion.

2.3 Potential Error Situation Scenarios

This paragraph lists some possible scenarios which may
lead to an error situation in a peer node receiving two mes-
sages (which trigger the establishment of S1/X2 connection)
containing the same S1/X2 application identifier the originat-
ing node.

1) In FIG. 5, two eNBs are connected to the same MME:
the MME receives two S1-AP Initial UE messages
(which should trigger the establishment of the S1 con-
nection), from 2 different eNBs which by chance have
assigned the same eNB S1-AP UE Identity.

The application layer in the MME will get confused and,
since the message does not contain any information
related to the originating node, it cannot make a dis-
tinction between the two messages. Error handling
will then be performed according to the implementa-
tion. This could be avoided by using an S1-AP iden-
tifier which is globally unique.

2) InFIG. 6, an S1 flex scenario is depicted: the eNB is the
target eNB for both UE1 and UE2, served respectively
by MME1 and MME2, during an Intra L'TE Handover
with the MME involvement. During the Handover
preparation, the MME sends to the target eNB the
S1-AP: Handover Request message. The target eNB
may receive two S1-AP: Handover Request messages
from the two different MMEs containing the same MME
S1-AP UE Identity.

The application layer in the target eNB will get confused
and, if the message does not contain any information
related to the originating node it cannot make a dis-
tinction between the two messages. Error handling
will then be performed according to the implementa-
tion. This could be avoided by using an S1-AP iden-
tifier which is globally unique.

3) In FIG. 7, eNode B2 is the target eNB for the Intra LTE
Handover triggered by eNB1 and the Intra LTE Han-
dover triggered by eNB3. As a consequence the eNB2
may receive two X2: Handover Request messages from
eNB1 and eNB3 which by chance have assigned the
same Source eNB UE Context ID.
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The application layer in the target eNB2 will get con-
fused and, since the message does not contain any
information related to the originating node, it cannot
make a distinction between the two messages. Error
handling will then be performed according to the
implementation. This could be avoided by using a
Source eNB UE Context ID (i.e. X2 AP identifier)
which is globally unique.

2.4 Proposals

In order to avoid these misleading situations, it is proposed
to use a globally unique application id on both S1 and X2
interfaces. This may be reached in different ways:

Solution One:

Add a new IE, i.e. Global Node id, in the relevant S1/X2-

AP messages

Solution Two:

Embedding the Global Node id inside the eNB/MME
S1-AP identifier IE

Solution 3:

Add anew IE representing a logical identifier which some-
how is related (by mean of a well known function) to
TNL identifier (IP address/SCTP port)

Solution 4:

Restrict the range of S1/X2AP identifiers that one eNB can
assign so that the range of the two different nodes do not
overlap (by e.g. configuring a different range for each
eNB during the pre-operational state). This solution
however will allow having a unique AP-id within one
network. As a consequence a network identifier (i.e.
PLMN id) is needed either embedded in the AP-id IE or
as a separate IE. In case of a separate IE, this will be
needed only in the message triggering the connection
establishment.

Solution one and two rely on the concept of Global node

identifier which make use of:

Node id (unique within one PLMN) and PLMN identifier
(this guarantee that the S1/X2 AP are unique even in a RAN
sharing scenario).

The first three solutions differ in terms of implementation
complexity: NEC preference is Solution 1.

In case of solution one, the Global Node id will be needed
only for the first message. Global Node id is not needed for the
reply message neither for subsequent messages.

Therefore, amount/bits of information that needs to be
carried in the subsequent messages can be reduced by apply-
ing solution one.

The fourth solution requires some configuration to be done
in the nodes in a pre-operational state.

3 CONCLUSION

This contribution has pointed out some potential error sce-
narios due to the S1/X2-AP ids not being globally unique.

Four proposals have been made to overcome this issue i.e.:

Introduction of Global Node id IE in relevant S1/X2 mes-

sages
Embedding of the Global node id in the S1-AP id IE
Add a new IE representing a logical identifier related to
TNL identifiers

S1-AP range configuration in each eNB in combination
with a network identifier (either as a separate IE or
embedded in the AP id IE).

It is proposed to discuss the consequences of not having a
unique application id and to agree on one of the proposals
listed in paragraph 2.4.

Ifthe principle is accepted, NEC is available in writing the
related CR.
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The invention claimed is:

1. A method, performed by a source node comprising a first
base station, for establishing a requested connection between
the source node and a destination node comprising a second
base station in a cellular telecommunications network, the
method comprising:

generating a source application layer identifier for the con-

nection within the source node, wherein said source
application layer identifier is configured to identify user
equipment associated with said source node;

retrieving a source node identifier for the source node; and

transmitting, from the source node comprising the first

base station, the source application layer identifier and
the source node identifier to the destination node com-
prising the second base station, to provide a source con-
nection identifier for the requested connection between
the source node and the destination node.

2. A method according to claim 1 further comprising:

receiving a connection reply message, the reply message

comprising a destination connection identifier,

the destination connection identifier comprising a destina-

tion application layer identifier for the connection within
the destination node and a destination node identifier.

3. A method according to claim 2, wherein the destination
node identifier is unique within the telecommunications net-
work.

4. A method according to claim 2, wherein the destination
node identifier is globally unique.

5. A method according to claim 2, wherein the destination
node identifier comprises an identifier of the destination net-
work and an identifier of the destination node within the
destination network.

6. A method according to claim 2, wherein the destination
connection identifier comprises the destination node identi-
fier pre-pended or post-pended to the destination application
layer identifier.

7. A method according to claim 2, wherein the destination
connection identifier comprises the destination application
layer identifier with the destination node identifier embedded
therein.

8. A method according to claim 2, wherein the destination
node identifier is based on a transport layer identifier for the
destination node.

9. A method according to claim 1, wherein the source node
identifier is unique within the telecommunications network.

10. A method according to claim 1, wherein the source
node identifier is globally unique.

11. A method according to claim 1, wherein the source
node identifier comprises an identifier of at least a portion of
the source network and an identifier of the source node within
the at least a portion of the source network.

12. A method according to claim 1, wherein the source
connection identifier comprises the source node identifier
pre-pended or post-pended to the source application layer
identifier.

13. A method according to claim 1, wherein the source
connection identifier comprises the source application layer
identifier with the source node identifier embedded therein.

14. A method according to claim 1, wherein the source
node identifier is based on a transport layer identifier for the
source node.
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15. A non-transitory computer-readable storage medium
comprising instructions for carrying out a method according
to claim 1.

16. A method according to claim 1, performed by a source
node, wherein said source application layer identifier is con-
figured to identify user equipment associated with said source
node.

17. An apparatus comprising a source node comprising a
first base station for originating a connection to a destination
node comprising a second base station of a cellular telecom-
munications network, the source node comprising:

a generator to generate a source application layer identifier,
wherein said source application layer identifier is con-
figured to identify user equipment associated with said
source node;

a controller operable to retrieve a source node identifier;
and

a transmitter operable to transmit, from the source node
comprising the first base station, the source application
layer identifier and the source node identifier to the
destination node comprising the second base station to
provide a source connection identifier for the requested
connection between the source node and the destination
node.

18. An apparatus according to claim 17 further comprising
areceiver for receiving a connection reply message, the reply
message comprising a destination connection identifier, the
destination connection identifier comprising a destination
application layer identifier for a connection within the desti-
nation node and a destination node identifier.

19. An apparatus comprising a source node comprising a
first base station for originating a connection to a destination
node comprising a second base station of a cellular telecom-
munications network, the source node being operable under
program control to:

generate a source application layer identifier, wherein said
source application layer identifier is configured to iden-
tify user equipment associated with said source code;

retrieve a source node identifier; and

transmit the source application layer identifier and the
source node identifier to the destination node to provide
a source connection identifier for the requested connec-
tion between the source node and the destination node.

20. A method for establishing a connection between a
source node comprising a first base station and a destination
node comprising a second base station in a cellular telecom-
munications network by transmitting a connection request
message, the message having a source application layer iden-
tifier for the connection within the source node comprising
the first base station, wherein said source application layer
identifier is configured to identify user equipment associated
with said source node comprising said first base station; and

wherein the message further comprises a source node iden-
tifier for the source node comprising said first base sta-
tion.

21. A system comprising a source node comprising a first
base station and a destination node comprising a second base
station of a cellular telecommunications network, said source
node being operable to transmit a connection request mes-
sage, the message having a source application layer identifier
for the connection within the source node comprising said
first base station, wherein said source application layer iden-
tifier is configured to identify user equipment associated with
said source node comprising said first base station; and

wherein the message further comprises a source node iden-
tifier for the source node.
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